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Phased-Array Transmission for Secure Multiuser
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Abstract— This paper proposes a multiuser physical layer
secure transmission scheme for millimeter-wave communication.
We use Kronecker decomposition to design the common transmit
vector to synthesize the desired symbols for multiple legitimate
receivers in the proposed scheme. Specifically, the algorithm
converts the design of common transmit weight for multiuser
into the design of sub-weight vectors having the Vandermonde
structure. By using Kronecker decomposition, the sub-weight
vectors are decomposed into Kronecker factors and designed.
To eliminate the message sending towards the undesired direc-
tions while guaranteeing the quality of transmission in the target
directions, we separate the Kronecker factors into two parts by
using the property of the Kronecker product. The first part (the
interference cancellation factor) cancels the interference between
legitimate users; the second part (the signal enhancement factor)
achieves signal enhancement. For a given information symbol,
multiple solutions of transmit weight are obtained. By utiliz-
ing this time-varying transmit weight, we realize the secure
transmission for multiuser. In addition, the proposed algorithm
has no restrictions on modulation, and it also has analytical
solutions with low computational complexities. Simulations are
presented to verify the effectiveness of the algorithm under
various situations.

Index Terms— Secure millimeter-wave wireless communica-
tion, multiuser communication, phased-array transmission archi-
tecture, physical layer security, Kronecker decomposition.

I. INTRODUCTION

M ILLIMETER-WAVE (mmWave) wireless communica-
tion is regarded as a promising technology for mobile

devices [1]–[5]. The small wavelength minimizes the eligible
antenna space, making it possible to implement large-scale
arrays on both transmitter and receiver sides. Similar to the
conventional wireless communication system, communication
via the mmWave wireless system may be illegally accessed
by eavesdroppers as well. Enhancing the security of mmWave

Manuscript received 10 July 2021; revised 24 October 2021 and 6 January
2022; accepted 10 January 2022. Date of publication 21 January 2022; date
of current version 12 August 2022. This work was supported by the National
Natural Science Foundation of China under Grant 62101101. The associate
editor coordinating the review of this article and approving it for publication
was C.-K. Wen. (Corresponding author: Xuejing Zhang.)

The authors are with the University of Electronic Science and Tech-
nology of China, Chengdu 611731, China (e-mail: 610074045@qq.com;
xjzhang7@163.com).

This article has supplementary material provided by the
authors and color versions of one or more figures available at
https://doi.org/10.1109/TWC.2022.3142908.

Digital Object Identifier 10.1109/TWC.2022.3142908

in the physical layer has become an indispensable part of
avoiding information leakage [6]–[9].

Over the past several years, a wide range of measures
have been developed to enhance security in the physical
layer and achieve secure transmission [10]–[14]. The pri-
mary approach is to form a deep null towards the direction
of unexpected eavesdroppers under the condition that the
transmitter acknowledges the precise information of channel
state information (CSI) [15]–[17]. However, such an approach
might not perform well in practical situations since the eaves-
droppers are usually not cooperative. In order to realize secure
transmission with unknown eavesdropper channels or CSI par-
tially known, the concept of artificial noise (AN) is proposed
in [18], in which artificial noise is imposed on the information-
carrying signal to cover the confidential messages up. With AN
being added on the orthogonal subspace of the main channel,
the eavesdropper channel is degraded, which increases the
difficulty for the eavesdropper to acquire valid information
efficiently. However, this might lower the effective power and
decrease the signal-to-interference-plus-noise ratio (SINR) at
the destination [19].

In recent years, the study of secure transmission using the
directional modulation (DM) technique has received consid-
erable research interest. In DM, an expected constellation
towards the preset direction is produced while scrambling
the received constellation at other undesired directions. For
instance, the authors of [20] used a phased array at the
transmitter to enhance the transmission security by altering
the phase excitation at the symbol rate. Note that the phase
excitation in [20], [21] is obtained by a genetic algorithm,
which is time-consuming, and only approximate solutions can
be conducted eventually. The above DM method is mainly
discussed under the condition of sub-6 GHz.

Focusing on the millimeter-wave communication system,
the author in [22] proposed a low-complexity technology
named antenna subset modulation (ASM). In ASM, the
direction-dependent data transmission is realized by modulat-
ing the array radiation pattern at the radio frequency (RF)
domain with symbol rate. More precisely, the antenna subset
for transmission from the set of all subsets is randomly
selected with the same number of active antennas, resulting in
the additional randomness in constellations at angles except
the intended one. By modifying the ASM scheme, a new
architecture of transmission named switched phase array (SPA)
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is proposed in [23]. Only one antenna is switched off in SPA to
distort the constellation towards the eavesdroppers, resulting
in an augmented number of active antennas compared with
ASM. Another variant of ASM is proposed in [24]. It develops
a novel programmable weight phased-array (PWPA) archi-
tecture and the accompanying schemes for secure mmWave
wireless communications. The authors of [25] exploit DM
with new array systems to achieve secure mmWave wire-
less communications, where a hybrid multiple-input multiple-
output (MIMO) phased-array time-modulated DM for physical
layer security is constructed. It should be pointed out that the
above secure transmit approaches in [22]- [25] for mmWave
communication are only applicable to the single-user case.
To our best knowledge, designing a common weight vector
for secure multiuser transmission has not been reported.

The drawbacks of the existing work motivate us to develop
a secure transmission scheme for multiuser communication.
Based on the secure multiuser mmWave communication algo-
rithm we proposed in [26], we refined the procedure of weight
vector design. In our work, an algorithm for secure multiuser
mmWave communication via Kronecker decomposition is pro-
posed, with the dual-phase shifter [27] applied to achieve the
transmission. The dual-phase shifter implies that the signal
coupled onto one of the antennas is executed by two phase
shifters. It provides a continuous interval constraint instead of
constant magnitude comparing with the antenna with a single-
phase shifter. In the proposed algorithm, we convert the design
of common transmit weight for multiuser into the design of
sub-weight vectors. In particular, the common weight vector is
split into the sum of sub-weight vectors with the Vandermonde
structure [28]. The sub-weight vectors are then decomposed
into Kronecker factors via Kronecker decomposition. Using
the property of the Kronecker product, the obtained Kronecker
factors are separated into two parts to achieve interference
cancellation among different legitimate receivers and signal
enhancement towards target directions. For a desired infor-
mation symbol, multiple solutions can be obtained through
the proposed secure transmission algorithm. The security is
achieved by using the time-varying transmission weight. Our
algorithm only requires simple addition and comparison oper-
ation, thus having low computational complexity. The main
contributions of this paper can be summarized as follows:

1) We propose a weight vector design algorithm for secure
multiuser mmWave communication with the assistance
of Kronecker decomposition and the properties of the
Kronecker product.

2) The presented transmission scheme has no restrictions
on modulation, and different users can perform different
modulation.

3) This algorithm provides a cost-effective approach with
analytical solutions to achieve transmission for multiuser
and secures transmission safety, eliminating the mes-
sages received by eavesdroppers in undesired directions.

The rest of the paper is organized as follows. In Section II,
the system model and problem formulation are introduced and
constructed. In Section III, the analytical solution for selecting
interference cancellation factors is conducted, and sub-weight
vectors are designed based on Kronecker decomposition.

Fig. 1. System model of secure multiuser mmWave communication.

The common transmit weight is then synthesized eventually.
Representative simulations are presented in Section VI, and
conclusions are drawn in Section VII.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

We consider a downlink system where the base station is
equipped with an N-element phased-array for transmission.
As presented in Fig. 1, the base station transmits messages
to multiple legitimate receivers, with the existence of several
eavesdroppers. Assume that there are K legitimate receivers
and E eavesdroppers, and the subscript set for all legitimate
receivers is represented as K = {1, 2, . . . ,K}. For simplicity,
the legitimate receivers and eavesdroppers are all equipped
with a single antenna.

At the moment t, the signals received by legitimate receivers
and eavesdroppers are given respectively as follows:

yk(t) = hTk w̄(t) + ηk(t), k ∈ K

ye(t) = gTe w̄(t) + χe(t), e = 1, 2, . . . , E (1)

where (·)T denotes the transpose operation, hk ∈ CN is
the channel vector that reflects the channel state of the
k-th legitimate receiver, while ge ∈ C

N stands for the channel
vector of the e-th eavesdropper, ηk and χe signify the additive
Gaussian noise at the k-th receiver and the e-th eavesdropper
respectively. Note that in (1), the weight vector w̄(t) can
be designed to synthesize desired symbols at the legitimate
receivers, and it is possible that different receivers have
different modulations.

We consider an extended Saleh-Valenzuela geometric
model [30] with a single-path channel. Specifically, the chan-
nel vector can be simplified to

hk = a(γk) (2)

where γk is the angle of departure (AoD) of the single path to
the k-th receiver, and a(γk) ∈ CN denotes the antenna array
response vector [31], which is formulated as

a(γk) = [1, ej2πd·sin(γk)/λ, . . . , ej2π(N−1)d·sin(γk)/λ]T (3)

where j �
√−1, d denotes the distance between sensors of

the uniform linear array and λ denotes the wavelength. It is
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Fig. 2. Phased-array transmission structure with dual-phase shifters.

the same situation for channel state of eavesdroppers, which
is given by

ge = a(γl,e) (4)

The phased-array transmission structure is considered in
the proposed algorithm. For the transmitter side, an analog-
only transmitter architecture shown in Fig. 2 is applied.
The whole process is completed in the RF domain, where
the output is equally divided into two signals and driven to the
corresponding phase shifter, respectively. The structure1 of the
dual-phase shifter allows the moduli to change in a continuous
interval instead of constant magnitudes imposed by a single-
phase shifter, greatly improving the structure’s flexibility in
weight vector design. After that, the signals processed by
two phase shifters are combined and go through the power
amplifier (PA) before being coupled onto the antenna.

For the demodulation on the receiver side, the single antenna
reads an instantaneous magnitude and phase provided that the
power of the received signal at the single-antenna receiver is
higher than that of the noise [29]. In terms of demodulation,
the received magnitude and phase information corresponding
to different modulation such as QPSK, 8PSK, and 16QAM is
stored, and the transmitted information is then demodulated
based on the in-phase and quadrature constellation at each
instant.

B. Problem Formulation

In the previous subsection, the transmission structure is
illustrated. It should be emphasized again that the two parallel-
connected phase shifters in Fig. 2 allow to design complex
signals that lie inside the complex disk enclosed by the circle
with radius one. This improves the flexibility compared with
the architecture with a single-phase shifter. Under such cir-
cumstances, the final designed weight vector should follow2:

||w̄(t)||∞ ≤ 1 (5)

where || · ||∞ denotes infinite norm. It implies the maximum
modulus of the elements in w̄(t) are no greater than 1.

1Note that the PAs are situated before the dual-phase shifters. This arrange-
ment aims to ensure the stability of voltage that goes into the PAs to keep
the operating range within the saturated nonlinear region.

2In a practical situation, the output power will be no greater than the input
power when passive components are used. To reflect this fact, we scale each
point to 1/2 after splitting. As a result, the maximum modulus of elements in
each common transmit weight w̄(t) should be one.

To transmit messages, the final designed common weight
vector is also supposed to satisfy

hTk w̄(t) = αk, k ∈ K (6)

where αk is the desired symbol drawn from the constellation
graph of the k-th legitimate receiver.

To avoid information leakage, the transmit weight vector
w̄(t) should be time-varying even if the transmitted message
remains the same. Otherwise, the eavesdroppers may have
chances to decode the information.

III. THE DESIGN OF TRANSMIT WEIGHT VECTOR VIA

KRONECKER DECOMPOSITION

To satisfy the constraints (5) and (6), we next present an
algorithm of weight vector design with the aid of Kronecker
decomposition. For the sake of simplicity, we assume that the
number of antenna satisfies N = 2M , where M is a positive
integer. 3

A. Convert the Design of Transmit Weight to the Design of
Sub-Weight Vectors

Before designing the desired weight vector that satisfies (5)
and (6), we first introduce a new vector w̆(t), which follows
the structure

w̆(t) =
K∑
q=1

wq(t) (7)

In (7), wq(t) ∈ CN is the transmitted sub-weight vector for
the q-th legitimate receiver. wq should satisfies

hTkwq = 0, k �= q (8a)

hTkwq = K · αk, k = q (8b)

||wq||∞ ≤ 1 (8c)

where k, q ∈ K. Based on (7) and (8c), it is not difficult to
find out that the result of the element value in the sum of
sub-weight vectors over K is less than 1, that is

||w̆(t)||∞ · 1
K

≤ 1 (9)

which qualifies for (5). Thus, we can design the final weight
vector by designing the sub-weight vectors, that is

w̄(t) = w̆(t) · 1
K

=
1
K

K∑
q=1

wq(t) (10)

which satisfies condition (6).
From the above description, it can be found that the

design of the common weight vector w̄(t) can be converted
to the design of the vectors wq(t) satisfying both interfer-
ence cancellation among different legitimate receivers and
signal enhancement at transmitting angles concurrently. The
cancellation and enhancement are equivalent to satisfy the
condition (8), where (8a) is used to eliminate the messages

3The presented algorithm is also applicable in the generic case, where the
number of antenna N is an arbitrary-positive number, as to be discussed in
detail at the end of this section.
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sending in the undesired directions, canceling the interference
for different users. In contrast, (8b) is aimed to strengthen
the signal transmitted towards target directions. Next, we will
introduce a method for designing vectors wq(t) based on
Kronecker decomposition.

B. Kronecker Decomposition of Channel Vectors and
Sub-Weight Vectors

To preceding, an important lemma concerning the
Kronecker decomposition is first introduced. The time vari-
able t is omitted for convenience in the following content.

Lemma 1 (Kronecker Decomposition [28]): Let b̃ be a
Ñ × 1 vector with uni-modulus elements having the following
Vandermonde structure:

b̃ = [1, ejΘ, ej2Θ, . . . , ej(Ñ−1)Θ]T (11)

with Θ fixed. Given Ñ = n1n2 . . . nM with {nm}Mm=1 being
positive integers, the vector b̃ can be decomposed as

b̃ = b(M) ⊗ b(M−1) ⊗ . . .⊗ b(1) (12)

where ⊗ represents the Kronecker product and the
m-th factor having the length of nm is given by b(m) =
[1, ejnm−1...n1n0Θ, ej2nm−1...n1n0Θ. . . , ej(nm−1)nm−1...n1n0Θ]T

with n0 = 1.
Note when nm = 2, b(m) in Lemma 1 is simplified to

b(m) = [1, ej2
m−1Θ]T (13)

Recalling the channel vector hk in (2) and (3), we can check
that hk follows the Vandermonde structure as described in
Lemma 1. Thus, the channel vector of the k-th legitimate
receiver can be decomposed as follows

hk = u(M)
k ⊗ u(M−1)

k ⊗ . . .⊗ u(m)
k ⊗ . . .⊗ u(1)

k (14)

where u(m)
k ∈ C2 is given by

u(m)
k = [1, ej2

m−1Θk ]T (15)

where Θk is expressed as Θk = 2πd · sin(γk)/λ.
As afore-mentioned in Section III.A, wq must meet (8a)

for interference cancellation and (8b) for signal enhancement.
In order to satisfy these requirements and for the simplicity
of the algorithm, the sub-weight vectors wq is assumed to
have the Vandermonde structure. Thus, the weight vector wq

is decomposed as

wq = v(M)
q ⊗ v(M−1)

q ⊗ . . .⊗ v(m)
q ⊗ . . .⊗ v(1)

q (16)

where v(m)
q is the m-th Kronecker factor for the weight vector

of the q-th legitimate user, m = 1, . . . ,M, q = 1, . . . ,K .
Under this structure, the design of weight vectors wq for
every legitimate user can be transformed into the design of
Kronecker factors v(m)

q as presented next.

C. Design Weight Vectors by Using Properties of Kronecker
Product

In the previous subsection, we decompose the channel and
weight vectors by using Kronecker decomposition. Based
on (14) and (16), for the given subscripts k, q ∈ K, we can
express hTkwq as

hTkwq = (u(M)T
k ⊗ . . .⊗u(1)T

k )(v(M)
q ⊗ . . .⊗ v(1)

q )

=
1∏

m=M

u(m)T
k v(m)

q (17)

where we have utilized the property of the Kronecker product.
Observing formula (17), we can find out that for a given
subscript k, an arbitrary v(m)

q needs to be designed to make
hTkwq equals 0 to satisfy the constraint (8a) for interference
cancellation. Note that for different subscript k, the superscript
m in v(m)

q is not repeatable, since for every given k and m,
an u(m)T

k can only be used once to cancel the interference of
the q-th user over the k-th channel. Similarly, to satisfy signal
enhancement constraint (8b), we need to design the rest of
v(m)
q to make hTkwq = K · α.
For ease of expression, we name the selected Kronecker

factors that satisfy constraint (8a) as interference cancellation
factors, denoting their subscript set as B

(q)
1 , while the rest of

the Kronecker factors that are used to satisfy (8b) are named as
signal enhancement factors, whose subscript set are denoted as

B
(q)
2 for the q-th legitimate user, respectively. All subscripts of

Kronecker factors are represented as A = {1, 2 . . . ,M}, where
B

(q)
1 ∪ B

(q)
2 = A. Thus, the design procedure is divided into

two parts: 1) the design of interference cancellation factors and
2) the design of signal enhancement factors of the sub-weight
vector for every legitimate receiver.

1) The Design of Interference Cancellation Factors:
The expected vector elements in weight vector set w̆ =
[w1 + . . .+wK ] are supposed to satisfy constraint (8a). With
the equation (17), the constraint (8a) for one of the sub-weight
vectors wq is equivalent to equation (18)

(u(M)T
k v(M)

q ) . . . (u(m)T
k v(m)

q ) . . . (u(1)T
k v(1)

q ) = 0 (18)

where q ∈ K, k = 1, 2, . . . ,K, q �= k.
Equation (18) implies that for every sub-weight vector

wq, q ∈ K, it has to attenuate the product result with
any other K − 1 channel vectors hk, k �= q to be zero
so that the unexpected receivers are not able to receive the
transmitted massage. In (18), for each subscript k, it requires
only one Kronecker product factor u(m)T

k v(m)
q , k �= q to be

selected in order to make the k-th equation equals zero. The
process of selecting Kronecker product factor from (18) is
equivalent to choose Kronecker factor in equation (16). The
selected Kronecker factor (interference cancellation factor) is
mapped to the corresponding Kronecker product factor in
every k-th equation in (18) for each q ∈ K. Denoting the
subscript of selected interference cancellation factors as m̂j ,
where j = 1, . . . ,K−1, the chosen Kronecker product factors
based on the selecting rule to be elaborated in the following
content in every k-th equation for each q ∈ K can form
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a new function set

u(m̂j)T
k v(m̂j)

q = 0 (19)

where m̂j ∈ B
q
1, q = 1, . . . ,K . Recall that wk has the

Vandermonde structure, the specific form of every v(m)
k with

dimension of 2 × 1 is

v(m)
k = [ejψ

(m)
k,1 , ejψ

(m)
k,2 ]T (20)

By substituting (15) and (20) into (19), a function set for an

v(m̂j)
q with unknown phase variable is obtained as

ejψ
(m̂j)
q,1 + ej(2

m̂j−1Θk+ψ
(m̂j)
q,2 ) = 0 (21)

The phase solutions to (21) are

ψ
(m̂j)
q,2,∗ = 0 (22)

ψ
(m̂j)
q,1,∗ =

(
π + ∠(ej2

m̂j−1Θk)
)

2π
(23)

where ∠(·) returns the phase of (·), and (·)2π calculates the
remainder after division of input by 2π.

Note that not arbitrarily chosen m̂j can make equation (8b)
obtain the final K · αk. Once the interference cancellation
factors are determined, they need to be shifted to the right side
of the equation (8b) in order to design the signal enhancement
factors further. Equation (24) illustrates the situation.

M−K+1∏
i=1

(u(mi)T
k v(mi)

q ) =
Kαk∏K−1

j=1 (u(m̂j)T
k v(m̂j)

q )
� βk (24)

One can observe from (24) that the determined interference
cancellation factors become the denominator of the gain. If the
product result of the selected interference cancellation factors
is tiny, the |βk| will become a large number, leading to an
insufficient number of signal enhancement factors to solve the
equation. Therefore, a selection is needed to obtain a suitable
set of m̂j for every q ∈ K.

Recall (15) and (20), and bring the obtained result (22)
and (23) into u(m)T

q and v(m)
k , we can derive the Kronecker

factors of hTq wk when k = q

u(m̂j)T
k v(m̂j)

q = 1 − ej� (25)

where the � can be written as

� = 2m̂j−1(Θ(m̂j)
q − Θ(m̂j)

k ), q �= k (26)

Equation (25) implies the expression of the selected interfer-
ence cancellation factors.

In order to enlarge the possibility of solution for the signal
enhancement factors, the result of |1 − ej�| in (25) should
makes βk in (24) within interval |βk| ≤ 2M−K−1 when
nm = 2, since it is easy to find out that the range of
the signal enhancement factors u(mi)T

k v(mi)
q on the left side

of equation (24) are at most [0, 2], if the gain for signal
enhancement factors is too large, there may be not sufficient
number of signal enhancement factors to compensate the
equation when designing signal enhancement part, resulting
in absence of K · αk no matter how to design the Kronecker
factor v(m)

k . This is equivalent to find the most appropriate
subscript m̂j to obtain the suitable �.

Algorithm 1 Design of Interference Cancellation Factors

Input: N , K , {h1,h2, . . . ,hK}
Output: The Interference Cancellation Factors v(m̂j)

q

1 N = 2M

2 for k = 1, . . . ,K do
3 hTk = u(M)

k ⊗ u(M−1)
k ⊗ . . .⊗ u(1)

k

4 end
5 for k = 1, . . . ,K do
6 for q = 1, . . . ,K, q �= k do
7 for m = 1, . . . ,M do

8 Δ(m)
q,k = π −

(
|2m−1(Θ(m)

q − Θ(m)
k )|

)
π

9 end
10 end
11 Randomly select K − 1 m̂j from every Δ(m)

q,k that
makes βk satisfy |βk| ≤ 2M−K−1, with each row k
pick only one term.

12 end
13 for q = 1, . . . ,K do
14 for m̂j ∈ B

(q)
1 , j = 1, . . . ,K − 1 do

15 ψ
(m̂j)
q,2,∗ = 0

16 ψ
(m̂j)
q,1,∗ =

(
π + ∠(ej2

m̂j−1Θp)
)

2π

17 v(m̂j)
q = [ejψ

(m̂j)
q,1,∗ , ejψ

(m̂j)
q,2,∗ ]T

18 end
19 end

The selection of interference cancellation factors provides
randomness to the determination of the weight vector. Each
transmission allows more than one combination of interference
cancellation factors selected to eliminate the message trans-
mitted at undesired angles. The specific procedure to select
and design the interference cancellation factors is presented in
Algorithm 1.

2) The Design of Signal Enhancement Factors: Having
designed the K − 1 interference cancellation factors in every
wq, q = 1, . . . ,K under the constraint (8a), there are still
M − (K − 1) signal enhancement factors. In other words,
M−(K−1) Kronecker product factors in every hTkwq , k = q
and k, q ∈ K need to be designed to achieve the purpose
of signal enhancement, and their determination must satisfy
condition (8b).

By moving the designed interference cancellation factors to
the right side, the equivalent expression of constraint (8b) is
obtained as (24), where mi ∈ B

(q)
2 , i = 1, . . . ,M − K + 1.

Denoting the subscript of any one of the signal enhancement
factors as m̃, according to (15) and (20), we know the module
of the m̃-th signal enhancement factors is no larger than 2,
that is,

u(m̃)T
k v(m̃)

q = εm̃, |εm̃| ∈ (0, 2] (27)

In (24), by shifting this m̃ signal enhancement factor
to the right side, denoting the subscript of the rest of
the signal enhancement factors as m̌i, where i becomes
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Algorithm 2 The Design of Signal Enhancement Factors

Input: N , K , {u1,u2, . . . ,uK}, {v(m̂j)
q }, αk

Output: The Signal Enhancement Factors v(mi)
q

1 for k = 1, . . . ,K do

2 βk =
Kαk∏K−1

j=1 (u(m̂j)T
k v(m̂j)

q )
3 for i = 1, . . . ,M −K do
4 Randomly select a εm̌i ∈ [ M−K

√|βk|/2, 2]
5 end
6 Select a εm̃ where |εm̃| ∈ [0, 2] to compensate the

equation
7 for q = 1 : K do
8 for mi ∈ B

(q)
2 , i = M −K + 1 do

9 ψ
(mi)
q,1,∗ = ∠εmi + arccos(|εmi |/2)

10 ψ
(mi)
q,2,∗ = ∠εmi − arccos(|εmi |/2) − 2mi−1Θk

11 v(mi)
q = [ejψ

(mi)
q,1,∗ , ejψ

(mi)
q,2,∗ ]T

12 end
13 end
14 end

i = 1, . . . ,M −K we can get

M−K∏
i=1

(u(m̌i)T
k v(m̌i)

q ) = | βk

u(m̃)
k v(m̃)

q

|≥ βk

2
(28)

Since the rest of the signal enhancement factors on the left side
are conform with each other, their boundary can be regarded
as the same. Thus, a more tight range for the rest of the signal
enhancement factors is acquired, which is given as

u(m̌i)T
k v(m̌i)

q = εm̌i ∈ [ M−K
√
|βk|/2, 2] (29)

The signal enhancement factors are able to be determined
based on the boundary of (27) and (29). The determination of
signal enhancement factors v(m)

q , m ∈ B
(q)
2 of a sub-weight

vector resembles the process of solving interference cancella-
tion factors, only with infinite solutions instead, i.e., solving
equation (30) to obtain the phase of each signal enhancement
factor.

ejψ
(m)
q,1 + ej(2

m−1Θk+ψ
(m)
q,2 ) = εm (30)

where m ∈ B
(q)
2 . Denote the randomly chosen phase as

ψ
(m)
q,2,∗ ∈ [−π/2, π/2], the phase of the first term in (30)

can be obtained by law of cosines, which is conducted as

ψ
(m)
q,1,∗ = ∠εm + arccos(|εm|/2) (31)

ψ
(m)
q,2,∗ = ∠εm − arccos(|εm|/2) − 2m−1Θk (32)

The determination of signal enhancement factors also con-
tributes to the multiple solutions of the weight vector. Since
the subscript m̃ and εm̌i are randomly selected from set B

(q)
2

and [ M−K
√|βk|/2, 2], which increases the uncertainty of the

final results. A specific elucidation is given in Algorithm 2.
After the two above steps, we can determine the value

of each freely-product term u(m)T
k v(m)

q . Having acquired
both interference cancellation factors and signal enhancement

Algorithm 3 Using Kronecker Decomposition to Design
Weight Vectors wk2

Input: N , K , {h1,h2, . . . ,hK}, αk
Output: The proposed common weight vector w̄

1 Apply algorithm 1 to select and design interference
cancellation factors

2 Apply algorithm 2 to design signal enhancement factors

3 wk = v(M)
k ⊗ v(M−1)

k . . .⊗ v(1)
k

4 w̄ =
∑K
k=1 wk

K

factors of sub-weight vectors, the sub-weight vector of the
q-th legitimate user is obtained by using Kronecker product,
the specific equation is given in (16). Algorithm 3 gives the
procedure for designing weight vectors.

Remark 1: The design of the weight vector for the general
condition when the number of antennae N = 2n is no longer
necessary follows the same procedure as what we reveal in this
section. After the Kronecker decomposition of hk and wk, the
Kronecker factors with dimension of nm × 1 can be written
as equation (33) and (34) respectively.

u(m)
k =

⎡
⎢⎢⎢⎢⎢⎣

1
ejnm−1...n1n0Θk

ej2nm−1...n1n0Θk

...
ej(nm−1)nm−1...n1n0Θk

⎤
⎥⎥⎥⎥⎥⎦ (33)

v(m)
k = [ejψ

(m)
k,1 , ejψ

(m)
k,2 , . . . , ejψ

(m)
k,nm ]T (34)

The ensuing interference cancellation factor selecting process
is analogous to the procedure we mentioned above with
multiple optimal solutions instead of one choice. The phase
of every Kronecker factor of the sub-weight vector can be
obtained following the same train of thought mentioned in the
content above.

D. Computation Complexity

Following the reference [28], we now analyze the compu-
tation complexity of the proposed algorithm. The proposed
secure multiuser mmWave algorithm based on Kronecker
decomposition and property of Kronecker product is char-
acterized by its low computational complexity. The main
parts of the proposed algorithm lie in the design of the
interference cancellation factor and the solution of the signal
enhancement factor. In the interference cancellation part, the

main computations attribute to the calculation of Δ(m)
q,k and

the calculation of the phase solution ψ
(m̂j)
q,1,∗ of the selected

interference factors. Recall that they are illustrated in (26), (22)
and (23). The computational complexity is O(K). In the
signal enhancement part, the calculations are mainly derived
from solving for the phase of the signal enhancement factor
mentioned in (31) and (32). These two manipulations have
computational complexity O(K). As a consequence, the com-
putational complexity of the proposed algorithm is O(K).
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IV. THE PROPOSED SECURITY ALGORITHM

In the previous section, we introduced the specific proce-
dures to design the common weight vector towards desired
transmit directions. The proposed algorithm is suitable for
secure multiuser transmission in different modulation situa-
tions such as PSK and QAM. It can be seen that the common
weight vector described in the proposed algorithm is designed
for the channel vector of legitimate receivers, which are not
applicable to other channels such as eavesdroppers’ channels
since the selection of interference cancellation factors and
the determination of signal enhancement factors provides the
randomness to the designed weight vectors. When partial
Kronecker products are selected as interference cancellation
factors to design the weight vector that satisfies (8a) for the
interference cancellation, the selection judgment only needs
to make βk satisfy |βk| ≤ 2M−K−1. Hence for a given
subscript k, we can arbitrarily select a m-th Kronecker factor
from different q to construct u(m)T

k v(m)
q every time. The

selection adds randomness to the design of the weight vector.
When designing the signal enhancement factors, we first

need to randomly select one signal enhancement factor as
u(m̃)T
k v(m̃)

q to compensate the equation. On the basis of this
selection, we also need to choose arbitrary values for the
remaining signal enhancement factor, as long as their range is
within the interval [ M−K

√|βk|/2, 2]. This second value choice
further improves the randomness of the proposed algorithm
in the design of common transmit weight. Multiple different
solutions can eventually be generated at different times in the
final result. Based on this principle, we can impose different
common weight vectors at every single transmit time scale
to send valid symbols by arbitrarily selecting a transmit
weight from its multiple solutions for a certain legitimate
receiver. The results produced are different with various weight
vectors transmitted at undesired directions, and the symbols
the eavesdroppers receive may be scrambled if the applied
weight vectors w̄ vary over time. In such a manner, the
physical layer security is eventually enhanced at the legitimate
receivers’ side. The overall process for implementing the
algorithm for secure transmission is first to specify the number
of antennas N , the total time point T , the number of users K ,
and then call Algorithm 3 at each time point to calculate the
transmit weight vector for transmission.

V. PERFORMANCE ANALYSIS

In this section, we evaluate the performances of the
proposed secure multiuser mmWave transmission algorithm
with the parameters of signal-to-noise ratio (SNR), symbol
error rate (SER) and secrecy capacity (SC). We assume
that the transmitted signal is Quadrature Phase Shift Keying
(QPSK).

A. Average Signal-to-Noise Ratio

The instantaneous SNR of the proposed architecture at
direction θ is a random variable, depending on the random
set of interference cancellation factors B

(q)
1 . We denote the

randomized transmit weight vector set generated from the
random set B

(q)
1 in time T as W . Therefore

SNR(θ, t) =
∣∣∣∣hTk (θ)w̄(t)

N0

∣∣∣∣
2

(35)

The average SNR is expressed as

SNR(θ) =
1

|W|
∑

w̄(i)∈W

∣∣∣∣hTk (θ)w̄(i)
N0

∣∣∣∣
2

(36)

B. Average Symbol Error Rate

The exact symbol error probability of the QPSK modulation
given in [23] can be expressed as

PQPSK = erfc

(√
SNR(θ)

2

)
− 1

4
erfc2

(√
SNR(θ)

2

)
(37)

where erfc denotes the complementary error function defined
as

erfc(x) =
2√
π

∫ ∞

x

e−t
2
dt (38)

C. Secrecy Capacity

The secrecy capacity of a channel can be defined as the
maximum bit rate that a legitimate receiver can recover
reliably and securely [33]. The outage probability, defined as
the probability of failing to achieve the instantaneous secrecy
capacity Ck is given by

Prout(Rs) = Pr{Ck(SNR(θK), SNR(θe)) < Rs} (39)

where SNR(θK), SNR(θe) denote the average SNR of
the k-th legitimate receiver and the eavesdroppers, and Rs
is the minimum required secrecy capacity for a desired service.
The instantaneous secrecy capacity Ck is expressed as

Ck(SNR(θK), SNR(θe)) =
[
log2

(
1 + SNR(θK)
1 + SNR(θe)

)]+
(40)

where [x]+ is max(x, 0).

VI. SIMULATION RESULTS

In this section, simulation results are given to demon-
strate the effectiveness of the proposed algorithm in securing
transmission. A ULA with single-path mmWave channel that
is mentioned in (2) and (4) are considered. Unless other-
wise specified, the number of legitimate receivers is set to
be K = 3, whose gain for transmitting signals |αk| are
20.33, 18.83 and 19.92, and the element number is 512,
with the transmit angle for three legitimate receivers located
at −50◦,−5◦, and 80◦, eavesdroppers at 35◦ and −15◦

respectively.
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Fig. 3. Noiseless received constellations results at each legitimate receiver
using the proposed algorithm (the red points denote the constellation at
legitimate receiver, the blue and green represent the synthesized constellation
at eavesdroppers, respectively). (a) The constellation of the first legitimate
receiver based on QPSK; (b) The constellation of the second legitimate
receiver based on 8PSK; (c) The constellation of the third legitimate receiver
based on 16-QAM; (d) The constellation of the two eavesdroppers.

A. Constellation Synthesis Results

In this subsection, we present the constellation synthesis
results of the proposed algorithms to illustrate the received
messages at the legitimate receivers and eavesdroppers.
According to reference in [32], the BS can serve each signal
user with a separate modulation. Thus, three different modu-
lation types are imposed on corresponding legal receivers to
illustrate the proposed algorithm’s applicability (QPSK, 8PSK,
and 16QAM, respectively). The total time scale is set to 800 in
the following simulation.

1) Constellation Synthesis With Different Transmit Mes-
sage: First, to demonstrate the reception at the legitimate
receivers and the eavesdroppers and verify the security of
the proposed transmission algorithm in the general case, the
constellation synthesis is implemented. The transmit symbols
for three legitimate receivers vary over time. In the proce-
dure of this algorithm, the channel vectors are obtained and
transmitted for all three legitimate users. Fig. 3 illustrates
the noiseless received constellations results for all three legal
users and two eavesdroppers, respectively. It can be observed
from Fig. 3 that the corresponding constellation synthesized
at each legitimate user and the result is undistorted, while two
eavesdroppers are randomized with no evident pattern. This
conclusion applies to all of the three modulations.

2) Constellation Synthesis With Same Transmit Message:
In order to further illustrate the security of the proposed
algorithm, verifying that the weight vector designed by the
proposed algorithm with the same transmission symbol still
holds multiple solutions, a scenario that the transmitter trans-
mits the same symbol for each of the legitimate receivers is
inspected at every time scale. To facilitate the presentation
of data, we sightly reduce the gain and set the number of

Fig. 4. Noiseless received constellations results at each legitimate receiver
using the proposed algorithm with same transmit symbol at different time
scale. (the red points denote the constellation at legitimate receiver, the
blue and green represent the synthesized constellation at eavesdroppers,
respectively). (a) The constellation of the first legitimate receiver based on
QPSK; (b) The constellation of the second legitimate receiver based on 8PSK;
(c) The constellation of the third legitimate receiver based on 16-QAM;
(d) The constellation of the two eavesdroppers.

antennas to be 128. Three legitimate receivers are positioned
at −87◦, 10◦, 74◦, respectively. The eavesdroppers are situated
at −21◦, −25◦.

Fig. 4 shows the constellation diagram. By observing it, one
can find that the three legitimate receivers continuously receive
the same transmission symbols during the 800-time interval,
respectively, with a smaller modulus than constellation synthe-
sis in Fig. 3. The constellation points of two eavesdroppers in
their synthesis figure distribute around the zero point. This is
because, for the same transmission symbol, we have multiple
alternatives to the weight vector. The specific statistics of the
common weight vectors at different time scales are presented
from Table I to Table VI in Parameters of Weight Vectors at
Different Time Scales (see supplementary for details), where
one can see that the transmit weights are different in different
time scales for the same transmitted symbol.

B. Performance Investigation With BER

In this subsection, we exam the performance of the algo-
rithm with respect to distinct BER. To demonstrate the varia-
tion of the BER versus SNR by using the proposed algorithm,
in addition to the theoretical analysis illustrated in the last
section, we added the curves of BER for phase-shift keying
modulation calculated by a nearest-neighbor approximation
(NEA) approach that proposed in [20].

Under the ideal circumstance, by using the proposed trans-
mission approach, the demodulation of a signal in legitimate
receivers’ directions should keep the bit error rate as low as
possible while with as much bit error rate as possible on the
eavesdroppers’ side. The following two simulations are based
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Fig. 5. Three different simulation results. (a)BER when desired receivers are at broadside of three different transmit directions using QPSK (b)The variation
of BER with respect to SNR in desired transmitting directions (c)The variation of BER with respect to SNR in desired transmitting directions, with the same
modulation imposed on all three legitimate receivers (d)The variation of secrecy outage probability with respect to Rs of difference legitimate receivers.

on the ULA with 512 elements, and the total time is set to be
a thousand.

1) Curve of BER Versus Transmit Angle: In the first case,
we consider the situation that three legitimate receivers use the
same quadrature phase-shift keying modulation to demodulate
the received signal. The SNR in this simulation is set to be
20 dB. The result of BER with three different transmit angles
is illustrated in Fig. 5(a).

By inspecting the curves of the simulation program, one
can find that the main valleys are situated near −50◦,−5◦, 80◦

respectively, with negligible BER magnitude, compared with
other undesired directions. It is apparent from Fig. 5(a) that
the BER values of eavesdroppers at the angle of 35◦ and −15◦

are much higher than that of three legitimate receivers. This
result implies that the proposed algorithm maintains a good
performance in transmitting the signal to legitimate receivers.

2) The Simulation of BER Versus SNR: In this simula-
tion, the BER of three different legitimate receivers and two

eavesdroppers versus SNR are examined. By varying the SNR
from 5 dB to 35 dB, the resulting theoretical and simulated
BERs at three legitimate receivers and eavesdroppers are
presented in Fig. 5(b), with QPSK for legitimate receivers
at −50◦, −5◦, 80◦, and two eavesdroppers at 35◦, −15◦,
respectively. We also implement the nearest-neighbor approx-
imation (NEA) approach mentioned above to approximate the
BER versus SNR.

In Fig. 5(b) there is a clear trend of decreasing value of
BER with the increase of SNR for all five receivers. What is
interesting in this figure is the BER values of the legitimate
receivers in the desired directions are lower than that of
eavesdroppers, with sharper slopes compared with the trend
of the curve for eavesdroppers. As Fig. 5(b) shows, there is
a negligible difference between the simulated and theoretical
results for legitimate receivers at three different angles and
two eavesdroppers, which is acceptable. Among the legitimate
users, the BER of 8-PSK modulation is higher than that of
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both the QPSK modulations in the directions of legitimate
users. To further illustrate the relationship between the modu-
lation order and the BER value using the proposed algorithm,
we implemented an extra simulation to reveal the variation
of BER versus SNR in desired transmitting directions, with
the same modulation imposed on all three legitimate receivers
each time. One can observe from Fig. 5(c) that the BER
curves of all of the three legitimate receivers using QPSK are
underneath the curves using 8PSK. This result suggests that
the higher the modulation order one implements, the higher
the bit error rate the modulation will have. The above analysis
verifies the effectiveness of the proposed algorithm in a secure
transmission.

C. Secrecy Outage Probability Simulation

Following the configuration in the previous experiment, we
next explore the secrecy outage probabilities of three different
legitimate users. According to [33], a statistical method for
measuring secrecy outage is declared when the instantaneous
secrecy capacity is less than a predefined threshold RS .

In this simulation, three different legitimate receivers use the
same modulation approach as in the BER simulation. Fig. 5(d)
compares the resulting curves of secrecy outage probability
versus the threshold RS . It is evident that the secrecy outage
probabilities of the 8-PSK are lower than QPSK, growing more
smoothly from 0 to 1 bit/s/Hz.

VII. CONCLUSION

In this paper, we have presented a secure multiuser mmWave
communication algorithm in the physical layer based on Kro-
necker decomposition. The phased-array transmission struc-
ture with dual-phase shifters is considered at the transmitter
side. Unlike the previous work focusing on the signal legiti-
mate receiver, the algorithm proposed in this paper provides
an approach to achieve the transmission in multiple legitimate
receivers. The proposed algorithm converts the design of
common transmit weight for multiuser into the design of
sub-weight vectors that satisfies the Kronecker decomposition
structure. On this basis, the design of the sub-weight vectors
are further decomposed into Kronecker factors, and they are
separated into interference cancellation factors and signal
enhancement factors by using Kronecker decomposition and
the property of the Kronecker product. It achieves secure
transmission with multiple transmit weight solutions at differ-
ent time scales for the same legitimate receiver and different
weight vectors towards different transmit angles. The proposed
algorithm has an analytical solution with low computational
complexities. The extensions of the proposed schemes to
other modulation types are applicable. Simulations are also
presented to verify the effectiveness of the proposed algorithms
in various situations.
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